
Crypto Gems – Exercise Sheet 2
Pooya Farshim & Marc Fischlin, TU Darmstadt, WS’12/13, Date: 7 November 2012

Exercise 1 (Feistel networks.) Let F
(r)
k1...kr

:= Feistelfk1
...fkr

denote the r-
round Feistel network using round function a PRF f with k1 6= k2 · · · 6= kr keys
for f . Prove the following statements:

• A one-round Feistel network F
(1)
k1

is not a pseudorandom permutation.

• A two-round Feistel network F
(2)
k1k2

is not a pseudorandom permutation.

• What happens if the same k is used in two or more different rounds? Is a
three-round Feistel network a PRP? What about a four-round network?

Exercise 2 Prove that if there exists a PRF f that, using a key of length n,
maps p(n)-bit inputs to single-bit outputs, then there exists a pseudorandom
function that maps p(n)-bit inpts to n-bit outputs.

Hint: Use a key of length n2 and prove the construction secure using a hybrid

argument.

Exercise 3 (Failure of an alternative construction of PRF.) Consider a
construction of a family Fn where the functions in Fn are defined as follows. For
every s ∈ {0, 1}n, the function fs ∈ Fn is defined such that

fs(x) := Gsn(. . . Gs2(Gs1(x)) . . . )

where s = s1 . . . sn and G is as in the GGM construction. Namely, the roles of x
and s are switched (i.e., the root of the tree is labeled by x, and the value of fs
on x is obtained by following the path corresponding to the index s). Prove that
the resulting Fn is not necessarily pseudorandom, even if G is a pseudorandom
generator.

Hint: Show, first, that if pseudorandom generators exist, then there exists a

pseudorandom generator G satisfying G(0n) = 02n.

To do at home:

Exercise 4 (PRG⇒ OWF) Let G be a pseudorandom generator with expan-
sion factor n + 1. Prove that G is a one-way function.

Exercise 5 (PRF⇒ OWF) Prove that the existence of pseudorandom func-
tions implies the existence of one-way functions.

Exercise 6 Assuming the existence of pseudorandom functions, prove that the-
re exists a pseudorandom permutation that is not strongly pseudorandom.

Hint: First construct a pseudorandom permutation with seed length smaller

than or equal to the logarithm of domain size. Next modify it so that the seed

is mapped to a fixed point (e.g., the all-zero string) and so that the modified

function is a permutation.
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